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1. 'UltJ'U1tJfl'J13J~'Ufl.:ltlf;le:J~.ntJ"lIe:J.:Ie:J.:I~n';j (Security Policy) 

L1 'W1CJ'U1CJfl11:IJ~'WfI\lLJr;'leJ(9lJlm'l1d"?f'WbVlI"1 (Information Security Policy) 

l'(91tlLJ d"~?f\lrl: b~eJfllv!'W(9lVi I"1Vll\1 bbr;'l ~1Vfn 1 d"?f1r'U?f1~'Wn ld"\?l1 b-U'W n ld"Ji'1'Wfl1 1:IJ~1~ fI\l1Jr;'l eJ (9l JlCJ61l'VI f'U 

?fld"?f'W bVlI"1'VeJ\l611'11n\ll'W b~ eJ1Vf btJ'W1LJ (911:IJv!~eJ?feJ(9l fI~eJ\I n 'UolleJfllv!'W(9lVll\1~ d"fl"il n~v!:lJl CJ bbr;'l~ 

d"~ buCJ'ULJllu&]~ b~CJ1oUeJ\I 
.::::t d.cd v 

d"1 CJr;'l~ beJ CJ(9lVl bn CJd'VeJ\I: 

1) beJn?fld"'WlCJ'U1CJfl11:IJ~'WfI\lLJr;'leJ(9lJlCJ~btJ'WmCJ~n'l'J-rueln'l'J-d" (Information Security Policy 

Document) 

2) f11d"(91d"1"il?feJ'Ubbr;'l~LJd"~b:iJ'W'W1CJ'U1CJfldl:IJ~'WfI\lLJr;'leJ(9l,nCJ (Review of the Information 

Security Policy) 

2. lfl';j.:la~1.:1'V11.:1~1'Ufl'J13J~'Ufl.:ltlf;le:J~.nmt1';ja'Ub'VIA (OrganizationaL of Information Security) 

2.1 lf1d"\I?f~l\1Vll\1Ji'1'Wfl11:IJ~'WfI\lLJr;'leJ(9lJlCJ?fld"?f'WbVlI"1fl1CJ1'W611'11fNl'W (Internal Organization) 

l'(91tlLJ d"~?f\lrl: b~eJ1Vfi1 f11 d"nlv!'W(9l meJ'U f11 d"'U~V!1d" bbr;'l ~~(9l f11d"fl1 1:IJ~'W fI\lLJ r;'leJ(9lJlCJ611V!f'U?fl d"?f'W bVlI"1. . 

'VeJ\I611'11n\ll'W ~\I bbl'l n ld" b~:IJ~'Wbbr;'l~f11 d"fl1'U~:IJ fl1 d"LJllu&]\ll'W b~ eJ1Vfi1 fl11:IJ~'WfI\lLJr;'leJ(9l JlCJ 
..::::t ..::::t..::::t v 

d"lCJr;'l~beJCJ(9lVl bnCJd'VeJ\I: 

1) 'UVl 'U lVl bbr;'l ~v!tJ1 Vi' fl1 1:IJ f 'U ~ (9l 'VeJ 'U till 'W fI 1 1:IJ ~ 'W fI \lLJ r;'l eJ (9l,nCJ?f 1 d"?f'W bVlI"1 (I nformation 

Security Roles and Responsibilities) 

2) f11d"bbU\lbbCJnV!'Wl~fl11:IJf'U~(9l'VeJ'U (Segregation of duties) 
, , 

3) f11d"ihlCJ~mbr;'l~olleJ:lJr;'l611V!f'Uf11d"~(9ll'leJn'UV!'I.hCJ\ll'WB'W (Contact with Authorities)
'U 

4) f11d"i1d"lCJ~ eJ bbr;'l~oUeJ:IJ r;'l611V!f'Uf11d"~ (9l1'l eJn'Unr;'l':IJ~i1 fl11:IJ?f'Wh b tJ'W~ bl"1'l'J-1'Wb~ eJ\I b~ CJ1 n'W 
'U •. 

(Contact with Special Interest Groups) 

5) f11d"'U~V!1d"~(9lf11d"1f1d"\lf11d"b~eJ1Vfi1f111:IJ~1~fI\l1Jr;'leJ(9lJlCJ (Information Security in Project 

Management) 
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2.2 	 ~'l.Jfl'mlfre:J:l.J~1b\9lfl{bb'U'U'I"lfl'l"llbb~~f11~tJ5'lJ~..:Jl'l.Fil1fl.fl1CJtreJfl (Mobile Devices and Teleworking) 

l'\9l~'l.J~~?I..:Jf1: b~ fl~mO}lf111:IJ~\JfI..:J1J~fl\?1Ji'mhvl~'U?l1~?I'WbVI 1"1'll fl..:J f11~'l.J5D~ f11~~~CJ~lfl~VI~fl f11~ 

'l.J5'lJ~..:J1'W 'OJ 1fl.fl1 CJ'Wfl mb~_~f11~1oU..:J1'W'llfl..:J~'l.J mruflfl:IJ~1 b\9lfl{ bb 'U'U'I"l fl'l"ll 
,c,J 	 d d iI 

~1 CJ~~ bfl CJ\?1V1 bfl CJ1'llfl..:J: 

1) 	 'WtCJ'U1CJ~1V1~'Uf11~1oU..:J1'W~'l.Jmruflfl:IJ~1b\9lfl{bb'U'U'I"lfl'l"l1 (Mobile device policy) 

2) 	 f11~'l.J5'lJ~..:J1'W'OJ1m~CJ~lfl~ (Teleworking) 

3. 	n11-rm~1fld1~tJ~el~.nI:J~1'U'VI-r'Wl:.nn1~~~ (Human resource security) 

3.1 	f11~~\?1V11~f1mmnfl'Wf11~~1..:J..:J1'W (Prior to Employment) 

l'\9l~'l.J~~?I..:Jf1: b~fl1Vi''I''lLJfl..:J1'W bb~~~~'Vh~ruru1~1..:J boU1h 1'WVltJ1~ f111:IJ~'U~ \?1"1lfl'U'llfl..:J\9l'Wbfl..:J bb~ ~iJ , 	 cu !U !U 

- f111:IJbVl:IJ1~?I:IJ\9l1:IJ'UVI'U1V1V1tJ1~ ~1~~'U~'OJ1~nJ1~1..:J..:J1'W~ltJfl..:J1'W 
,c,J 	 ,c,J,c,J 11 

~1 CJ~ ~ bfl CJ \?1V1 bfl CJ1'llfl..:J: 

1) 	 f11~?I~~Vl1~f1mm (Screening) 

2) 	 oii'fln1V1'W\?1bb~~b~fl'Wl'll'llfl..:Jf11~~1..:J..:J1'W (Terms and conditions of employment) 

3.2 f11~?I~1..:Jfl11:IJ~'WfI..:J'l.J~fl\?1Ji'CJ'llru~btJ'Wb~lV1tJ1~ (During employment) 

l'\9l~'l.J~~?I..:Jf1: b~ fl1 Vi''I''ltJfl..:J1'Wbb~~~Vl''Vh~1!J1!J1~1\1 \9l~~VlLJfl bb~~'l.J5 'lJ~ \9l1:IJVltJ1~ f111:IJ~'U ~ \?1"1lfl'U 

~1'Wfl1 1:IJ~'W f1..:J'l.J~fl\?1Ji'CJ ?I1~?I'WbVlI"1'llfl..:J~ltJfl..:J1'W 
,c,J 	 ,c,J,c,J 11 

~1 CJ~~ bfl CJ \?1V1 bfl CJ1'llfl..:J: 

1) Vlih~f111:IJ~'U~\?1"1lfl'U'llfl..:J~'U~Vl1~ (Management responsibilities) 


2) fl1~?1~1..:J f11 1:IJ \9l~~VltTfl fl1~1Vi'f11 l:IJfbb~ ~ fl1~fl 'U~:IJ1Vi'f11 l:IJfcJi1'W f11 1:IJ~'W f1..:J1J~ fl \?1ilCJ 

~ 	 ~ 

?l1~?I'WbVlI"1 (Information Security Awareness, Education and Training) 

3) 	 m~'U1'Wf11~Vl1..:JltJCJ (Disciplinary Process) 

3.3 f11~~'W~\?1V1~flf11~b'l.J~CJ'Wf11~~1..:J..:J1'W (Termination and change of employment) 

l'\9l~'l.J~~?I..:Jf1: b~ fl'IJ fl..:J n'Wi:-J~'l.J~~tCJ"IltJ'llfl..:Jfl..:Jf1m6/1..:J btJ 'WI;11'WVli1..:J'llfl..:Jf11~b'l.J~ CJ'WVltJ1~ VI~fl~'W?I\?1 
OJ 

f11~'OJ1..:J..:J1U 

,c,J 	 ,c,J,c,J 11 

~1 CJ ~~ bfl CJ\?1V1 bfl CJ1'llfl..:J: 

1) 	 f11~~'W~\?1V1~flf11~b'l.J~CJ'I.JVlih~f111:IJ~'U~\?1"1lfl'U'llfl..:Jf11~~1..:Jnw (Termination or Change 

of Employment Responsibilities) 

4. 	n11'U~'Vi11~~n11~h.!'VI-r'W~ (Asset Management) 

4.1 	 f11~f111:IJ~'U~\?1"1lfl'U\9lfl~'WVI~'I"l6 (Responsibility for Assets) 


l'\9lml~~?I..:Jf1: b~fl1Vi'~'W VI~'I"l6'llfl..:J~ltTfl..:J1'W 1~~'Ufl1~ufl..:Jn'W bb~~'l.J flU fl..:J fl ~ 1..:J bVI:lJ1 ~?I:IJ
• 

~1 CJ~ ~ b~ CJ\?1Vi bn CJ1 oii'fl \I: 


1) 	 VI~bUCJ'W~'WVI~'I"l6 (Inventory of assets) 

2) 	 f111:IJbtJ'Wb~1'llfl..:J~'WVI~'I"l6 (Ownership for Assets) 

3) 	 f11~fl1i1!J1\9l1moU~'WVI~'I"l6 (Acceptable Use for Assets) 

4) 	 f11~~'W~'WVI~'I"l6 (Return on Assets) 

http:bb~~'l.J5
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4.2 fl1)~\1lVl:lJ1\1lVl:l.HreJ:lJG'tU.G't~~'WVl~'I"J~6'l1)6'l'WbVlP1 (Information Classification) 
~ 	 ~ . 

1'l?lmJ)~6'l\lfi: b~B'l;h1Vfbb'W1.'iil116'l1)6'l'WbVlP1"ll€J\I?hWfN1'W 1~~'Ufl1)t1flU€J\l1'W)~~'U~bVl:lJ1::;6'l:lJ, 
q 	 ..::J~ v 

)1 tJG't~ b€JtJ\1lVl bfl tn"ll€J\I: 

1) m)fi1V1'W\1l.ff'Wm1:lJ~'U"llm6'l1)6'l'WbVlI"l (Classification of Information) 

2) fl1)~\1lv11U1tJ~€J "llm-if€J:lJG't (Labeling of Information) 

3) m)~\1lfl1)~'WVl~'I"J~ (Handling ofAsset) 

4.3 	fl1)~\1lfl1)~€Jmm'Wfl1)'\.J'W'Vifl-if€J:lJG't 1VfiJm1:lJ~'Wfl\ltlG't€Jtilf(tJ (Media Ha nding) 

l'I?ltph~6'l\lr1: b~B'lJ €l\I fi''Wfl11:lJb~ tJVl1 tJvi €l1'iiJ btl til~'Wfi''U~ €Jvi1 m'Wfl1)'\.J'WVi fl-if €l:l.jG't"ll€J\l611,x fl\ll'W 

L\1ltJfl1)tlflbtJ\1lbt',JtJl\1ltJ1:w1~~'U€J'Wru11?l fl1)btl~tJ'WbbtlG't\l fl1)"ll'WtJ1tJ fl1)G't'U VI~€Jfl1)vi1G't1tJ-if€J:lJG't
'\I ... v 	 'U.. 


.c::i 	 .c::iq v 
)ltJG't~b€JtJ\1lVlbfltn"ll€J\I: 

1) 	 fl1)'U~Vl1)~tilfl1)~€J'\.J'WVifl-if€J\lG'tvi6'l1:lJ1)mfl~€J'WtJ1tJ1~ (Management of Removable 

Media) 

2) fl1)vi1G't1tJ~€J'\.J'WVifl-if€J\lG't (DisposaL of Media) 

3) fl1)bfl~€J'WtJ1tJ~mJ'W'Vifl-if€J\lG't (Physical Media Transfer) 

5. 	111';if3l1'Ufll:l.lnTwlhii.:j (Access ControL) 

5.1 	 fl1)fl1'Ufl:lJfl1)b-if1~\I)::;'U'U6'l1)6'l'WbVlP1 (Business Requirement for Access ControL) 
Q./t1 ~aJ <iil~ <J., tI '"lIe:tv11?ltl 	 )~6'l\lfl: b'l"J'eJm'Ufl:lJfl1)b"llltl\l"ll€J:lJG'tbbG't~)~'U'U6'll)6'l'WbVlI"l bVl:lJfl11:lJ:lJ'Wfl\l G't'EJ\1lfltJ, 	 , ~ 

~ oJ ~ v 
)1 tJ6'l ~b €I tJ\1lVl bfltn'lJ€J\I: 

1) 	 'WltJ'U1tJfl1'Ufl:lJfl1)boih~\I (Access ControL Policy) 

2) 	 fl1)b-if1~\lbfl~mhtJbb6'l~'U~fl1)bfl~€J~1tl (Access to Network and Network Services) 

5.2 	fl1)~\1lfl1)fl1)b-if1t1\1)~'U'U"ll€l\lrrt<if\ll'W (User Access Management) 

1'l?ltltl)~6'l\lfi: b~€Jt1€J\I fl'W1:lJ1.Vf~~1:wiJl:1Vlm<if\l1'W6'l1:lJ1)tl bih ~\I)~'U 'U6'll)6'l'Wb'VIl"lll'l, ~ 

q 	 d d v 
)1 tJ6'l:; b€I tJ\1l'VI b fl tn'lJ€J\I: 

"'1:'1 '" 1) 	 fl1)6'l\l'VI~bUtJ'Wbb6'l~fl1)tl€J\1ltl€J'Wl:1'V1B~ b"1l\l1'W (User Registration and De-Registration) 

2) 	 fl1)~\1lfl1)l:1Vltfl1)bo/f1t1\1"1l€J\lrrt<if\l1'W (User Access Provisioning) 

3) 	 fl1)'U~Vl1';j'l1\1lfl1)~'VItI?l1:U)~~'U~'VItfl1)bil1ii\l (Management of PriviLeged Access 

Right) 

4) 	 fl1)'U~Vl1)'I1\1lfl1)o/f€J\lG'tfl11:lJ~'Url1V1f'U fl1';iW ~ "ilU\9l11?l'W"ll€J\lrrt <if\l1'W (Management of 

Secret Authentication Information of User) 

5) 	 fl1)'VI'UVl1'Wl:1'V1m'Wfl1)b-if1t1\1)~'J'U"ll€J\lrrt-if\l1'W(Review of User Access Rights) 

6) 	 fl1)tl€J'WVI~€lfn';j~\1lfl1)l:1Vltfl1';ib-if1~\I (Removal or Adjustment of Access Rights) 

5.3 Vlih~fl11:lJ~'U~\1l"1l€J'U"ll€l\lrrt<if\l1'W (User responsibilies) 

1'l?ltltl';j~6'l\lI"1: bYl€J1 Vftfrl<if\l1'WiJfl11:lJf'U~\1l"1l€J'U1'Wfl1';ilJ€J\lfi''W-ifel:lJ6'lm m'Wfl1';j~6'l"ilU~11?l'W
~ 'U. 	 '\I '\I 

~ .J.cJ v 
)ltJ6'l~ bel tJtil'VI Lfl tl'd"ll€l\l: 
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5.4 	m':ifl1'\J~:lJfll':ib'iht;i,:j':i~'\J'\J (System and Application Access ControL) 

l'\?1t1tJ':i~G'l-!lr1: b~eJ1J eWi\Jm':ib'ih t;i-!l':i~'\J'\Jl(9)CJ1dJ1~-r'\JeJ'Wt1n\?1, 	 , '" 
~ 	 dd i.I 

':i1 CJ~~ beJ CJ(9)Vl bfl CJ1'lJeJ-!!: 

1) m':i';ihtl(9)m':ib'iht;i-!lG'll':iG'l'WbVl~ (Information Access Restriction) 

2) .fr'W\?1eJ'WtJfjU~;;1TVI~'\Jm':ib'ih~':i~'\J'\J~:Wfl11:lJ~'WfI-!ltJ~eJ(9).fi'CJ (Secure log-on Procedure) 

3) ':i~'\J'\J'\J~Vl1':i~(9)m':i':ivrG'l~1'W (Password Management System) 

.4) m':i1mtJ':ibbm:lJeJ':i':it1tJ':idCJ'1l-w (Use of Privileged Utility Programs) 

5) m':ifl1'\J~:lJm':ib'iht;i-!lBlleJ1G'llrl(9);;11V1-r'\J':i~'\J'\J (Access Control to Program Source Code) 

6. n11bii'1-m'~ii'eJ~~ (Cryptography) 

6.1 	 m':in1V1'W(9)m':ifl1'\JfI:lJm':ibolJ1':ivrG'lolJeJ:lJ~ (Cryptographic controls) ,. ~ 

l'\?1 t1tJ':i~G'l-!lr1: b~ eJ1Viii m':ibolJl':iVlG'lolJeJ:lJ ~ eJ ~ 1-!1 bVI:lJ1 ~G'l:lJ bb~ ~1~~~ bb~~ b~ eJU eJ-!I m':ifl11:lJ~'\J m':i, ~ 

tJ~eJ:lJ bbtJ~-!I VI~eJ fI11:lJ t1fl~eJ-!I'lJeJ-!lG'll':iG'l'W bVl~ 
~ 

~ 	 d d i.I 

':i1 CJ~~ beJ CJ(9)Vl bfl CJ1'lJeJ-!I: 

1) 'W1CJ'\J1CJm':i1o/f:lJ1\?1':im':ibolJ1':ivrG'lolJm.d~ (Policy on the Use of Cryptographic Controls) 

2) m':i'\J~Vl1':i~(9)m':i~11!bbliJ1'Wm':ibolJ1':iVlG'lolJeJd.;!~ (Key Management) 

7. f1'J1:U~'i..lfHI'lI~eJ~.n~'VI1.:J~1'i.Jn1~fl1~ bb~~~.:J bb 'J~ ~eJ:UOUeJ.:JeJ .:Jf1n1 

(Physical and Environmental Security) . 

7.1 	'\J~b1ru~~eJ-!!:Wm':i-rmnfl11:lJ~'WfI-!ltJ~eJ(9).fi'CJ (Secure Areas) 

l'\?1 t1tJ':i~G'l-!lr1: b~ eJ bU'W:lJ1\?1':illi1'W1'Wm':i-rfl'l~lf111:lJ~'WfI-!ltJ~ eJ(9).fi'CJVl1-!1mCJ.fl1'V'J ~ b~ CJ1tl'\JG'lm'W~~-!I, ~ 

dJ 'W~ ~-!I bb~~~1.J~1o/f-!ll'W'lJeJ-!I':i~'\J'\J b Vlfll 'W1~ gG'll':iG'l1.JbVl~ \?1~eJ(9)IiJ'WeJtJ mrufleJ:lJ'0j1 b\?1eJ1 olJeJ:lJ ~ bb~~, ~ 

m':iG'l'WbVl~~-!lbU'W~'WVl-r'V'J~;;1Twm1'W 
Q 	 Q Q i.I 

':i1 CJ ~~ beJ CJ (9)Vl bfl CJ1'lJeJ-!I: 

1) m':in1·VI'W(9)iff'W~~'WfI-!ltJ~eJ(9).nCJ (Physical Security Perimeter) 

2) m':ifl1'\J~:lJm':ibolJ1eJeJfl (Physical Entry Controls) 

3) m':i-rfl~lf111:lJ~'WfI-!l1J~eJ(9).nCJ;;11,rm1'W VleJ-!lvl1-!11'W bb~~bfl~eJ-!I:W€l~l-!1 1 (Securing Offices, 

Rooms and Facilities) 

4) m':iu eJ-!lnwrCJ~ flfl1:lJ1iJ1fl.fl1CJ'WeJ flbb~~~ -!I bb1 (9)~eJ:lJ5 'W 1 (Protecting against External 

and Environmental Threats) 

5) m':itJ5U~-!l1'W1'Wiff'W~~'WfI-!ltJ~eJ(9).nCJ (Working in Secure Areas) 

6) m':in1V1'W(9)iff'W~;;11V1-r'\J'\JflfI~.fl1CJ'WeJfl1o/f-r'\J-?i-!l~-!I'lJeJ-!I (Delivery and Loading Areas) , 
7.2 	f111:lJ~'WfI-!ltJ~eJ(9).fi'CJ'lJeJ-!I~tJmru (Equipment) 

1'\?1t1tJ':i~G'l-!lr1: b~ eJU eJ-!ltl'Wm':i1o/feJtJmruf1eJ:lJ'0j1 b\?1 eJ':i1(9) CJhi1~-r'\JeJ'W ill1\?1 bb~~b~ eJ1 VI,j'Wh 1~11 
't 't 	 't <V 

eJtJ mrufleJ:lJ'0j1 b\?1eJl1~:w m':iueJ-!ltl'WeJ~l-!1 b~ CJ-!I'V'JeJ"il1fl.nmi':i':i:lJ'lJ1~ m':i l"il':im':i:lJ bb~~f111:lJ b~CJVl1CJ, 
d 
eJ'W1 

http:gG'll':iG'l1.Jb
http:eJ(9).fi
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~ .J.J v 

1'1tl~~beJ tlVl'VI btl crJ'YJeJ'I: 


1) tl11''<ilVl~'1I,I,~~tl11{jeJ'Iil'U~tltl1'ru (Equipment Seting and Protection) 


2) tl11~1,1,~~tltl1'ruI911'11 (Supporting Utilities) 


3) tl111,~'UG11CJ1'1"1l,b~~~lmflbiJ~ (Cabling Security) 


4) tl11~bb~~m~n~tltl1'ru (Equipment Maintenance) 


5) tl11illi;'U'VI~'I"I~'YJeJ\lmf'1tl1'eJeJfl'UeJmhutl'l1'U (Removal of Asset) 


6) tl11,JeJ'I fl'UeJ tl mru bb~ ~i;'U'VIi''I''I JG111G1'Ub'VI I"! Vi'l-li\ll'U eJtl''U eJtl'Vl'lh CJ'Il'U (Security of
. ~ 

Equipment and asset Off-Premises) 

7) tl11'<ilVltl11eJtltl1'ru'Vl~eJtl11illeJtltl1'rumr'U&J1hn'Vl1.!' (Secure Disposal or Re-use of 

Equipment) 

8) tl11{jeJ\lil'UeJtlmru'YJeJ'Im-li-11'Um~i!~Vll,b~ (Unattended User Equipment) 
q I'\J 'tIo:u 

9) 	 tl11fl1'Ufl1Jtl111~iI1'1i;'U'VI-r'l"l~G111G1'Ub'VII"!~6'\'1~rulll'U~1~tl~eJVliltl (Clear Desk and Clear 
• 	 v 

Screen Policy) 

8. f11111J'lJfI~'tJ~eJ~.nl:Ja1'Vi'i'Ufl1'i~1LihA~1'IJ (Operation Security) 
v 	 , 

8.1 	 -lJ'UVleJ'Utl11tl~U~'11'Ul,b~~'VlihVifl111J-r'UNVl'YJeJ'U (Operation Procedures and Responsibilities) 

1'\9lqtl1~G'!'If'1: I. ~eJ1Vftl11tl~ U~\lI'Ufl'U~tl tl1'rutl1~:U1~G'!11G'!'Ub 'VII"! btJ'U1tlmh\lt,j tl~eJ\I bb~~i!ml1J 
~'Ufl\ltl~eJVlilCJ 

.:'::t 	 d d v 
11 tl'G1~ beJ tJVl'VI btl CJ1 'YJm: 

1) m1fhvl'l.JVl~'1.J\9leJ'Um1tl~~'I1'U1VfbtJ1~mtl~fl't~rueJfl'1.~1 (Document Operating Procedures) 

2) tll1'<ilVlm1m1btl~CJ'Ubbtl~\I (Change Management) 

3) m1'<ilVlm1~Vlfl111JG111J11t:l (Capacity Management) 

4) tl11bbCJmfl~mil eJ1'Utl11tl1~m~N~G111G'!'Ub'VI1"!1'Utl11Yl~'U1 'VIVlG1eJ'Ubb~~G1.nI'1"1bnVl~eJ1J1 'Utl11 

tl~U~\ll'U (Separation of Development, Testing and Operational Environment) 

8.2 	tl11{jeJ\ln'Ultl1bbtl1'1J1~'1J1~G1\1f'1~ (Protection from Malware) 

l'\9lt:ltl1~G1\1f'1: I.~ eJ1VfG111G1'Ub'VII"! bb~~eJtl tl1'rutl1~:U'j~N~G111G1'Ub 'VII"! b-U'U1tleJ 81\1 f1 tllPi'eJ\I bb~~~Ufl\l• , 	 'IIi 

tl~eJVliltJ 

'"' 	 """" OJ11tJ~~ beJ tlVl'VI btl tl'j'YJeJ'I: 

1) 	 1J1\9l1'mweJ'In'Ultl1I,bm:u~tl1~G1\1f'1~ (Control Against Malware) 

8.3 	tl116'\'11m~E1:U~ (Backup) 
. 	 ~ 

1'\9lt:ltl1~6'l\lf'1: b~mtJU1,1,'U'j'VI1\11'Uf1TVI'UVl tl116'\'11'E1\1~E11J~ I.~E1Hil'Utl11n1~'U'U1'Umru~bflVl I.'Vl\9l1911\1"l 
q v 'U q I 

I Q.J ~ .r:::I 

1,'ll'U .ntJD111J'll1\9l 1~'U'UI,G1tlVlICJ i~i 
q 	 ~ ~ v 

11CJ~~ I,E1CJVl'VI btl tJ 'j'YJ EI \I: 

1) 	 tl116'\'11m~mJ~ (information Backup) 

8.4 	tl11'U'UVitl~E1aJ~~E1mb~~tl11btl:l11~1'\I (Logging and Monitoring) 


1'\9lt:ltl1~G1\1f'1: I,~E11Vfi! tl11bfi'UVl~m)1'I.J'Vl~E1u'UVim'Vl\9ltl11ru b~E11~1,-U'I.JVl~m)1'U~'UcJ'U

q 	 ~ q &II 
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q .::J.cJ iI 

';jltJ~~bBCJ~Ylbflm"llm: 

1) flI';j,jLJVifl-iJmiJ~bVlt9lfl1';jcl (Event logging) 

2) flI1UB{JnLJ-iJeJ~~~Bfl (Protection of Log Information) 

3) -iJB~~~Bfl"llm~~bbm~'U'Ubb~~b:ilIVl'li'I~tJll'1fo1fl11 (Administrator and Operator Logs) 

4) flI1~{Jb1mtVf~fl~m (Clock Synchronization) 

8.5 	flI1f11'UrFlJflI1~~~{J6(jBvJ~bb1{'ULJ1~'U'UvtlVf'U~flI1 (Control of Operation Software) 

11>l t;ltJ';j~?/{J~: biAiBt Vf';j~'U'UvtlVf'U~flI';j ?/llJl1tlt Vf'U~flI';jbb~~ilfl11'Vh:nLJ~t;l fl~B{J
q 	 ~ 

"" 	 .J.J " 
11tJ~~bBtJ~Ylbflm"llH(J: 

1) 	 flI1~~~~6(jBvJ~bb1{'ULJ';j~'U'UvtlVf'U~flI';j (Installation of Software on Operational 

Systems) 

8.6 	flI1'U~VlI1~~flI';j"limlVl'-jYlI~bYlf1'Wf1 ( Technical Vulnerability Management) 

1'1>l'ltJ1~?/,:j~: b~ B?/{I{JmllJ~ LJf1{JtJ~B~i1tJ1VIfl'U6(jBvJ~ bb 1{6fIVlf'U1~'U'U?/11?/LJbYlIZl ';j1lJ~{J 
?/1';j?/LJ bYllZl1LJ1~'U'U~b tJ biAiB~~mllJ b~CJ{J"il1 fl flI';j 1 "illJm~Hm~tJ"liB~1Vl'JYlI{JbYlf1'W f1~ilfll1 b~ tJ bb'W~ 
Vl~B~iAllJ'W1LJ?/mLJ~l'h~ 1 

c:I 	 dod 1I 

';jICJ~~bBtJ~Ylbflm"llB~: 

1) 	 fI11'U~~I';j~~flI1"1ieJ{J1Vl'-jYlI{JbYlf1'Wf1 (Management of Technical Vulnerabilities) 

2) 	 fl11"i11n~flI1~~~{J6(jeJvJ~bb1{ (Restrictions on Software Installation) 

8.7 	flI';jiAl"ilI';jrulm11'l11"il?/B'U1~'U'Ui:f11?/LJbYlIZl (Information System Audit Considerations) 

11>lt;ltJ1~£NFl: biAi B 1 Vlm~'U1LJfl1';j1'l';j1"il?/B'U1~'U'Ui:fI';j?/LJbYl~~{JVllJ~ il(:.J!;'l m~Yl'U'l1BtJ~?/ ~\9lBfl1';j
q 	 q 

vllb'WLJ{JILJ"llmVl1.i1tJ{JILJ 
q d d v 

11tJ!;'l~ beJ tJ ~YlbfltJ1"llB{J: 

1) 	 flI111{Jbb~LJflI11>l';j1"ili:fB'U';j~'U'U?/I';ji:fLJbYlIZl~{JVllJ~ (Information System Audit Controls) 

9. 	fl'J11J~Ufl~tJ6rel~1Jlt:Ja1V1i''Un1'~~eJfl1':i1feJ~fI (Communications Security) 

9.1 	fl11~~flI';j1~'U'UfmnmllJtJ!;'lB~i1m~'U'Ubf1~B"liICJ (Network Security Management) 

11>l t;ltJ';j~?/{JFl: biAi BUB{JflLJ-ifmJ!;'l1LJ1~'U'U bf1~eJ'IhtJ bb!;'l~UB,:j nLJlf11{J?I{I~vrLJ~i1LJ~?/,:r'U?/LJLJ1~'U'U
q ~ 	 dJj q 

~ 	 I 0 v 
bf1';jB"llICJ"llB,:ji:fILJfl~ILJ 

, , 
q 	 q.:::::l, 2-' 

';jltJ!;'l~bB CJ ~Ylbfl tJ1"t1B~: 

1) 	 fI11f11'Uf1lJfl1';jb-ifIi:l~bf11eJ"liICJ (Network Control) q 	 , 

2) fI11f111lJii'LJf1{JtJ~eJ~i1m11Vlf'Ufl11t~'U~m1bf1~B"liltJ (Security of Network Service) 

3) flI1~~bbtJ{Jbf1~B"liICJi11CJ1LJ£11,:rfl{JILJi (Segregation in Network) 

9.2 	m1clICJ1BLJ-iJBlJ~ (Information Transfer) 
~ 

1'1>lt;ltJ';j~?/,:jFl: biAi B t Vlil15 fl11fm~lmllJii'LJ f1,:jtJ!;'l B~i1CJ"tIB,:j?/I';j?/LJbYlIZl ~ ilfll';jcll tJlBLJ-ifBlJ!;'l nLJ 
. 	 q ~ 

i11CJ1LJeJ~~m bb!;'l~clICJleJLJ-iJB~!;'ln'Ui11CJLJeJflVl'lbCJ,:jILJ 
.o::i 	 d.J iI 

11CJ!;'l ~bBCJ ~Yl bfl CJ1"t1 eJ,:j: 

1) 	 LJlCJ'Ulmb~~.rrLJI>lBLJtJ~,j~£11Vlf'Ufl11clICJleJLJ?/11?/LJbYlIZl (information Transfer Policies 

and Procedures) 
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2) -1feJ(?1nl:l'Il;hvl~'Un1".i~1Cl1e),W611".i61'Wb'Vll"1 (Agreements on Information Transfer) 

3) n1".i~m~1fl11:IJ~'Wfl\lIJl:leJ(?lilCln1".i61\1-1feJfl11:IJ~b~n'Vl".ieJ'iJm1 (Electronic Messaging) 

4) n1".i~n~1fl11:IJ~'U'III~eJ-1feJ\9lfll:l\ln1".ihJbtJ(?lb~,w-1fm.dl:l (Confidentiality or t\lon-Disclosure 

Agreements) 

.... .... 
10. n1'~"iJfI'Vi1 'VIl~'tJ1 bb~~flbb~~~'U'Ua1~a'tJb'VIfi 

'IJ 

(Systems Acquisition, DeveLopment and Maintenance) 

10.1 	 n1".inl'vl'W(?l m1:IJ~eJ\ln1".i~1'Wm1:IJ~'Wfl\lUl:leJ(?lilmhvl~'U".i~'U'U611".i61'Wb 'Vl1"1 (Security 

Requirements of Information Systems) 

1(?1tlU".i~61\1f1: b~ 	 (?1l:leJ(?l, eJ1Vlbb'llh'hun1".i61~1\1fl11:IJUl:leJ(?lilClm".i61'Wb 'Vl1"11 Vlfi''U''.i~'U'U611''.i61'Wb 'Vl1"1 

1 \I"'il ".ifl1".ivr\'),J 'W 1".i ~'U 'U ~ \I ".i1:IJ ii \I fl1 1:IJ i1eJ \I fl1 ".i~1 'Wfl1 1:IJU l:leJ (?l JlCl611".i61'W b'Vl1"1~1Vi''U ~ fl1 ".i~1'W 

bfl~eJ·lh Cl61151".iru~ 
d d 	 d i.I 

".i1 Cll:l ~ beJ Cl (?l'Vl bfl Cl1"lJeJ\I: 

1) fl1".in1V1'W(?lfl11:IJi1eJ\lfl1".i~1'Wfl11:IJ~'Wfl\lUl:leJ(?lJlCl (information Security Requirements Analysis 

and Specification) 

2) fl11:IJ~'Wfl\lUl:leJ(?lilCl"lJeJ\I'U~fl1".i611".i61'Wb'VlI"1'U'Wbfl~eJ~1Cl61151".iru~ (Securing application services on 

public networks) 

3) fl1".iiJeJ\lfi''Wq''.im''.i:IJ"lJeJ\I'U~fl1''.i611''.i61'Wb'Vll''1 (Protecting application services transactions) 

10.2 	 fl11:IJ~'Wfl\lUl:leJ(?lJlm11V1~'Um~'Ud'Wn1".i1'Wn1".ivr\'),J'W1".i~'U'U (Security in Development and Support 

Processes) 

1(?1tlU".i~61\1f1:, b~eJ1VI~'Wh 1~11~'h~'U'U611".i61'Wb'Vl1"1~~fl11:IJ~'Wfl\lUl:leJ(?lilCl fl".ieJ'Ufll:l:IJ~\l1\1"'il".ifl1".i, 

~\'),J'W1".i~'U'U611".i61'Wb'Vll"1 (development lifecycle) 
d d 	 d v 

".i1 Cll:l ~ beJ Cl (?l'Vl bflCl1"[JeJ\I: 

1) 'W1Cl'U1Clfl1".i~\'),J'W1".i~'U'U1Vf~ fl11:IJ~'Wfl\lUl:leJ(?lilCl (Secure development policy) 

2) m~'UdI.Jn1".i1'Wfl1".ifl1'Ufl:IJf11".ibU~Cl'WbbUl:l\lbbm"ll"lJeJ'V'l\9hbd{ (System Change Control Procedures) 

3) fl1".i(?1".i1"'il61eJ'U"lJeJ'V'll'f bb1{VI~\I"'il1flfl1".ibuS' Cl'Wbb Ul:l\l".i~'U'Uun u&1' fl1".i (Technical Review of 

Applications After Operating Platform Changes) 

4) .n1".ifl1'Uf),:lJn1".ibuS' Cl'Wbb Ul:l\l"lJeJ\I"lJeJ'V'll'f bb1{r.:1'1b ~"'il~ U (Restrictions on Changes to Softvvare 

Packages) 

5) VI~flfl1".ilmm".i:IJ".i~'U'U~1'Wfl11:IJ~'Wfl\lUl:leJ(?lilCl (Secure system engineering principles) 

6) 61m~bbd(?l~eJ:IJ"lJeJ\lfl1".i~\'),J1.J1".i~'U'U~~fl11:1.-1~'Wfl\lUl:leJ(?lilCl (Secure development environment) 
, 

7) fl1".i~1\1V1'l,bCJ\l1'WmCl'WeJflbYleJ~\'),J'W1".i~'U'U\l1'W (Outsourced Development) 

8) fl1".i'Vl(?l61eJ'U~1'Wfl11:IJ~'Wfl\lUl:leJ(?lilCl"lJeJ\I".i~'U'U (System security testing) 

9) fl1".i'Vl(?l61eJ'Ub~eJ~'U".ieJ\I".i~'U'U (System acceptance testing) 

10.3 	 -1feJ:lJl:l~1V1~'Ufl1".i'Vl(?l61eJ'U (Test data)
'U 

l(?1tlU".i~61\1f1: b~eJ1Vf~fl1".iueJ\lil'W-1feJ:lJl:l~'l11:IJ11-ti1'Wn1".i'Vl(?l61eJ'U
, 	 'U 

d d 	 d i.I 

".i1 Cl l:l~ beJ Cl (?l'Vl bfl Cl1"lJeJ\I: 

1) fl1".iUeJ\Ifi''W-1feJ:lJl:l~1V1~'Ufl1''.i'Vl(?l61eJ'U (Protection of Test Data)
'U 

http:n1".ifl1'Uf),:lJn1".ib
http:I"'il1flfl1".ib
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11. f1'd1~~~V~'t.l5ti'Um~'lP~n1'Ul1t:J'i.Je:Jn (Supplier relationships) 
'U 	 • 

11.1 	 fl11lJ1('Wfl-!l'll~elt9l.fi'CJ?f1~?f'Wb'Vlf"l~1'Ufl11lHfflJ¥r'W5fl'Ur:rtVf'U~fl1~.fl1 CJ'Utl fl (information security 

in supplier reLationships) 

1'lYlo'll~:::?f"lrl: b~tllVf~fl1~{Jel"lfl'W~'W'Vl-r'V'J ~'1.Jtl"lel"lrlfl~ ~~fl1~L'ih~{j1t9l CJ mVf'U~fl1~ .fl1CJ'Uelfl, ~ 

~ 	 .dd 9J 

~1CJa::: btl CJt9l'Vl Lfl CJ1'1.Jtl"l: 

1) 'W1CJ'U1CJfl11lJd'Wfl"l'll~elt9l.fl(J?f1~?f'WL'Vlf"l~1'Wfl11lJifflJ¥r'W5fl'Ut:J'1~'U~ fl1~.fl1CJ'Wtlfl (Information 
~ 

security policy for supplier reLationships) 

2) fl1~~~ fl11lJd'Wfl"l'llaelt9l.fl(Jl'WoiftllYlfla.;Jfl1~1Vf'U~ fl1~.fl1CJ'Wtlfl (Assessing security within supplier 

agreements) 

3) 	 'lA1"led'1.Jel"fl1~1~'U~ fl1~ b'Vlfll'Wla ~ ?f1~?f'Wb'Vlf"lbba:::fl1~~ tl?f1~lt9wt:J'~'U ~ fl1~ fl1 (J'Welfl
'\I 

(Information and communication technology supply chain) 

11.2 	 fl1~'U~'\II1~'it9lfl1~ fl1~1i'U~fl1~1t9l(Jt:J1.i'U~fl1~fl1CJ'Wtlfl (Supplier service delivery
~ 	 . 

management) 

l'lYlo'll~:::?f~rl: b~tllVf~fl1';i-rfl'l~n11~~~:::~'Ufl11lJd'Wfl.;J'llatlt9l.fi'CJ bLa:::~:::'U'Ufl1~lVf'U~fl1';i1Yl1lJv1 IYlfl, 
a~tl'U111'WtfellYlfla~fl1';ilVf'U~m~ '1.JmrnVf'U~m~ .fl1CJ'Utlfl 

~ 

~ 	 .::\1.::\1 iI 

~1CJa:::belCJt9l'Vl bflm'1.Jel~: 

1) fl1'H~l t9l 1Yl1lJ bba :::'Vl'U'Vl1'W'U ~ fl1 ';i'IJtl ~ rt' 'IX'U ~ fl1 ';i fl1 CJ 'W tl fl (Monitoring and review of 

Supplier Services) 

2) fl1~'U~'\I!1';i~t9lfl1';i m';iL'll~ CJ'Wbb'll~~'U~m~'lJel~r:rtVf'U~m~fl1CJ'Wtlfl (Managing Chages to 

Supplier Services) 

12. 	n1';i'U'ij'VI1';i~~nT:ib'VI~n1';iru~1'i.JfI'd1~~'i.JfI':l1J(;te:J~J1t:J~1';i~'i.Jb'VIf31 (Information Security 

Incident Management) 

12.1 	 fl1';i'U~'\I!1';i:ilt9lfl1';ib '\II1Yl,m';itW~1'Wfl11lJd'Wfl~'lla elt9l.flCJ?f1';i?f'WL'Vlf"l Lba:::fl1 ~'ll-r'U'll';i, ~ (Manaoement:, 

of information security incidents and improvements) 
v ({ d,v ({ 1 ~d iI Q.I ~ VI 

1 lYlo'll ';i:::?f.;Jfl: b'V'Jel b'\ll b'\II\Yl m';irubb~~r'il t9lel el'U'Vl bfl m'IJel-:Jfl'Ufl11lJlJ'Ufl-:J'll atlt9lfl CJIYl tl ';i:::'U'U6'11 ';i?f'W L'Vlf"l , 	 " 
'lJel-:JGhWfl-:J1'U 1~-r'Un1';it911 biJ'Wm';i~tlfl\9ltl"1'W"lh"';i:::CJ:::b1a1v1 L '\IIlJ1:::?flJ 

, , 	 ~ 

,c:f 	 qq 2.t 

';i1CJ~:::LelCJt9l'Vlbflm'IJtl~: 

1) '\llti1~fl11lJ-r'U~t9l'IJel'Ubba:::~'W\Ylel'W'll~llii (Responsibilities and Procedures) 

2) fl1';i';i1CJ~1'Wb'\ll~fl1';itWv1bMmtfel-:Jtl'Ufl11lJd'Wfl~'llatlt9l.fi'CJ (Reporting Information Security 

Events) 

3) fl1';i';i1CJ~1'W~ t9lel' el'Wv1 bM mtftl.;Jtl'Ufl11lJd'Wfl~'llatlt9l.flCJ (Reporting Information Security 

Weaknesses) 

4) fl1';i'll';i::: dJ 'Ubba::::\9lt9l~'Ul'iJl'ltl?fm'Um';itWfl11lJd'Wfl.;J'llatlt9l.fltJ?f1';i?f'Ub'Vl f"I (Assessment of 

and decision on information security events) 

5) fl1';i1Yl el'U 6'1 'Uel.;J I'l tl b '\II~ fl1';iru fl11lJd'Ufl~'ll61tlt9l.fl(J?f1';i?f'Ub 'Vlf"l (Response to information 

security incidents) 

http:l'iJl'ltl?fm'Um';itWfl11lJd'Wfl.;J'llatlt9l.fl
http:elt9l.fl
http:11~~~:::~'Ufl11lJd'Wfl.;J'llatlt9l.fi
http:Wfl"l'llaelt9l.fl
http:Wfl"l'll~elt9l.fl
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6) 	 f11':ib~CJ't.r~·"illm'Vl\9lfll'HUvib~trJ-ifeJ-:Jn'lJI"l'lllJli''UI''l':l'tJ(;l€l~JlCJ (Learnino from Information 
'\J , 	 :::. 

Security Incidents) 


7) f11':ibn'lJ':i'l'lJ':i'llJ'Vl~mil'U (Collection of Evidence)

"" 

(Information security aspects of business continuity management) 

13,1 	 1"l'lllJt9l€lb~eJ-:J~I'UmllJii''UI''l-:JU(;leJ~JlCJ?ll':i?l'Ub'VIl''! (Information security continuity) 

l'mlU':i~?I-:Jrl:, b~ .eJDeJ-:Jn'Uf11':i'VlCJ,W1J~rfl1 'Ufl1':i~1 b 'U'U-:Jl'U'lJeJ-:J,hu f1'Il'U vi btI'U~(;llJl"illfll"l'lllJ 
'" "" 0(;llJb'Vlm'Vl':ieJf11':i'VlCJ~'VI1-:J1'U'lJm':i~'lJ'lJ, 


"'" .,;.,; '" 

':ilCJmnmJ~'VIbflm'lJeJ-:J: 

1) m':i'lI-:J bb~'UI"l'lllJliimit eJ'l11l1'U1"l'lllJli''UI''l'lU);l€l~Jlm'/1':il:l'Ub 'VII"! (Planning information 

security continuity) 

2) m ':iulj u~ bVI! €I bVl~ mJ f11':il:l'f 1 'l1"l'lllJ VI' €I biJ' eJ'll1ll'U I"l 'l1 lJ d'U1"l-:JU (;l €I ~t1CJ?ll ':i?l 'U b'VIl"! 

(implement information security continuity) 

3) 	 f11':iVl':i'l"il?leJ'lJ 'VI'lJ'VI'l'U bb(;l~ f11':iU ':i~ b:W 'U mllJt9leJ b ~ eJ-:J ~1'U1"l'lllJli''UI''l'lU(;l€l~JlCJ?ll':i?l'Ub'VII"! 

(Verify, review and evaluate information security continuity) 

13.2 	 f11':ibVl~CJlJ€lUmruU':i~lJ'l(;lN(;l?Tl':im (Redundancies), 
1'VI tlU':i:::i?l-:jrl: b~eJ~~ bVl~tJlJ?I.fll'V'1I"l'lllJ'V'I-r€llJ1-if'lI'U'lJ€I'l€lU mruU':i~m(;lN(;ll:ll':il:l'U b'VIl"!, 	 , 

-=:l 	 .:dd iI 

':il CJ(;l:::i beJCJ ~'VI bfl CJ'l'lJ eJ-:j: 

1) l:I.fll'V'1I"l'lllJ'V'I-reJlJ1-u'l1'U'lJm~Umruu ':i~lJ'l(;lN(;l?lI':i?l'U'VI1"! (Availability of information 

processing facilities) 

14. 	n1l'i.J~,j~ 19l111~e:J n1Vi'Ul1lVl1.:1~1 'I.Jn!IVi 11 1 tI bb6'l~'UVl6'I.:I1VI'\~~ e:J.:In1l6'l~biJ l1l'U1mJ1t1 fl1111 

iT'Ufl-:j'i.J6'le:Jtl.nW;11la'UbVlfl~e:J-:jViti1t1-:j1'U (Compliance) 

14,1 	 f11':iLJlju~ mlJ-U eJnl'Vl'U~11l l'Ufl~'VllJlmbf,l ~1 'U«~~li1'l (Compliance with Legal and 

Contractual Requirements) 

lV1~U':i~?I-:jrl: b~eJ'Vl~m~ CJ-:Jf11':iV:hm'Ufl~'VllJ1CJ~'l'VI1'leJl~lbb(;l~'VII-:JbbvJ-:J 'V'I':i~':il'lJ'tJt1!tY91 ':i~biJ tJ'lJ 

.:;t 	 .d.d iI 

':iltJ(;l~b€ltJ~'VIbflCJ'l'lJ€I':): 

1) 	 .fll':i':i~'lJ"If €I nl'Vl'U~ bb(;l :::i1"l'lllJ tJi €I'l f11 ':i1'U«ruuni1-:J1 'U f11 ':i1-u-:Jl'U ':i~'lJ'lJ 6'11 ':i?l'U b'VIl"! , '" '" 

(Identification of Applicable Legislation and Contractual Requirements) 

2) 'VI~'V'l~~'U'VI1.:){jt1!t1!l (Intellectual Property Rights) 

3) f11':iD eJ'ln'U-ifm~(;lb~ €I 1-ublJ 'U'Vl~fljil'UeJl'la'l1'Uf11':iulj'tJ91V11lJ-UeJnl'Vl'U~ (Protection of 

Records) 

. 4) 1"l'lllJbfl'U~'l'U;t'lbb(;lt:f11':iD€I.:)n'U-iJ€l3,;lmb'U'4I"lI"lf,l (Privacy and protection of personally 

identifiable information) 

5) f11':iI"l'l'lJl1lJm':ib-UT:iVl?l (Regulation of cryptographic controls) 



.. 
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14.2 	 fll'WI'U'Vl1'WfI11~~'WI"l.:JUG'I'€J~.nCJ?!11?!'Wb'Vl)3\ (Information Security Reviews) 

l'MQ'J1:t;?!.:J~: b~'€J1Vlil fl11U~U&i~1'WfI11~~'WI"l.:JUG'I'€J~.nEJ?!11?!'Wb'Vl)3\ '€J ~1.:J?!'€J~I"lGl'€J~ri'U'Wlr.J'U1 r.J 

bbG'l :t;.fftJ M'€J'WU ~ 'U1l'1J '€J.:J '€J.:J ~fl1 
q ,J,J 11 

11 r.JG'I:t;b'€J r.J~'Vl bflCJ1'1J'€J.:J: 

1) fl11'Vl'U'Vl1'W'€Jfi 1.:Ji) ?!1~~1'Wm1~d 'W1"l.:JUG'I'€JVlJ1r.J?!11?!'Wb'Vl)3\ (Independent review of 

information security) 

2) n11\9111"il?!'€J'Um1~?!'€J~l"1ii''€J~ri'U'Wlr.J'U1CJI"l11~~'WI"l.:JUG'I'€JVI.nr.J'1J'€J.:J'VltbCJ.:J1'W (Compliance 

with Security Policy and Standards) 

3) fl11'Vl'U'Vl1'W1"111~?!'€J~l"lii''€J~'Vl1.:Jb'Vll"lill"l (Technical Compliance Review) 

***XX**UHXHXXX******************************X* 


